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PETRONAS

PETRONAS — At a glance




PETRONAS Background

’ « Established in 1974

« Manage and add value to the
petroleum resources

l

Total Number of Employees Groupwide

e Presence in 54 countries
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*Petrochemical, lubricants and petroleum products
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Alignment of PETRONAS HSE MS and

process safety with JV Partners
Middle East Asia Pacific
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HSE Management System




PETRONAS is committed to Health,
Safety and Environment excellence

PETRONAS POLICY STATEMENT ON
HEALTH SAFETY AND ENVIRONMENT

PETRONAS is committed to Health, Safety and

Environment excellence in all its activities
wherever it operates.
PETRONAS shall take reasonable and

practicable steps to prevent and eliminate the
risk of injuries, occupational illnesses and
damage to properties.

PETRONAS shall take proactive steps to protect
the environment and to use natural resources
efficiently.

PETRONAS shall ensure that the facilities it
designs, builds and operates, the products it
manufactures and the services it provides are
in accordance with appropriate legal
requirements and industry best practices.

g

PETRONAS

PETRONAS POLICY ON HEALTH, SAFETY & ENVIRONMENT

PETROMAS is committed to Health, Safety and Environment excellence in all its activities
wheraver it operates,

PETROMAS shall take reasonable and practicable steps Lo prevent and eliminate the risk of
injurias, cccupational illnesses and damage to propertias,

PETROMAS shall take proactive steps to protect the ervironment and to use natural
resources efficiently.

PETROMNAS shall ensure that the facilities it designs, builds and operates, the products it
manufactures and the services it provides are in accordance with appropriate legal
reguirements and industry best practices.

PETROMAS shall provide the necessary resources and organization, and where appropriate,
engage with key stakehalders on Health, Safety and Enwiraniment rmatters.

PETROMAS shall ensure that contingency plans are in place 1 deal with emergencies.

PETRONAS shall ensure continual improvement in its Health, Safety and Erwircnment
management and perfarmance, leveraging on people, process and technology.

PETROMAS requires all its ermployvees and contractors to strictly adhere to this policy at all
times,

Tan 5ri Dato’ Shamsul Azhar Abbas
President and Group Chief Executive Officer. PETROMAS

15 Feoruary 2013

PETRONAS
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HSE MS integrates the Business Controls, Quality
Management System & Risk Management into a
single management system

Plan - Do - Check - Action

PETRONAS Quality Principles

1. Define Requirements

2. Prevention

3. Right things right every time
4. Price of Non-conformance

5. Proactive Leadership at all
levels

ISO 9000/14000/0SHAS 18000

Quality
Management

Principles
(PETRONAS
5QP’s)

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and
Environment, PETRONAS

Business
Controls

Hazards &
HSE Effects
Management Management
System (Risk Mgt.)
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Strengthening HSE MS with Process Safety
requirements

1997

1. Leadership and
Commitment

2.Policy and Strategic
Objectives

3.0rganization,
Responsibilities,

Resources, Standards and
Documentations

4.Hazards and Effects
Management
5. Planning and Procedures Corrective Action
6. Impl ‘4’1 Monitoring ‘
8.Management Review

PETRONAS
HSE MS
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2006

PROCESS HAZARDS

1.Leadership and

ANALYSIS

2.Policy and Strategic
Objective

PRE-ACTIVITY SAFETY
REVIEW

3.0 on, PROCESS SAFETY
INFORMATION

Resources, Standards
and Documentations

4.Hazards and Effects

ESIGN INTEGRITY

i

= Correciwe Action|

PROPRIETARY &
LICENSED 6. Implementation H Monitoring
TECHNOLOGY
ASSESSMENT
I MANAGEMENT OF CHANGE I

OPERATING
PROCEDURES

| mECHANICAL INTEGRITY |

PSM
Lesson learned

from Texas
Refinery incident

©Petroliam Nasional Berhad (PETRONAS) 2014

2012

» Leadership
» Policy

Capability
Health
Environment
Safety & Transportation
Process Safely & Asset
LTS + Hazards & Effects
Management of Change Management
Safe Operations P
Contractor HSE
Management
Design, Engineering &
Construction

. Incident Management &
Emergency Response

1 Assurance
+ Management Review

+ Planning & Procedures
» Impl itation &
Monitoring

Mandatory Control
Framework (MCF) —
clear and prescriptive
requirements



PETRONAS Technical Standards covers
all phases of a project life cycle

Development started in 1992 based on international and national

standards/codes/guidelines including own operating experience

Design and Engineering \_ ﬁ
 Project Management
 Material Management

« Operations Management
 Maintenance Management

« Laboratory Management

Health, Safety and Environment

Quality Assurance

Process Safety challenges in Asia
Pacific — PETRONAS perspective
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Process Safety Elements are incorporate into
our Mandatory Control Framework (MCF)

. Process Safety Information (PSI)
. Process Hazard Analysis (PHA)
. Pre-Activity Safety Review (PASR)

» Leadership
+ Policy

» Organisation

 Management of Change (MOC) Copabity
Health

Environment

Safety & Transportation
Procoss Safety & Asset

. Operating Procedures (OP)

ORI NS ;A

L] Proprletary &. Llcensed TeChnC)IOgy + Assurance :ﬁgﬂgnmtufcmnge [l ;:zards & E:lects.
» Management Review Safe Operations Pror:::&eg;;men
Contractor HSE
Assessment (PLTA) Management
Design, Engineering &
: . Construction
10.  Incident Management &
. Design Integrity (DI) o
. Mechanical Integrity (Ml)
. . - » Planning & Procedures
. Design and Engineering Process [ implementation & ]
Monitoring
Safety Requisites (PSR)
. Contractor HSE
. Emergency Preparedness
Process Safety challenges in Asia
6 Pacific — PETRONAS perspective
Sulo Belawan
PETRONAs ~ CFOUP Health, Safety and ©Petroliam Nasional Berhad (PETRONAS) 2014 11
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Safe and reliable plants are critical

to operational excellence

: ANAGEMENT
Comprehensive & Robust 5 SYSTEM
Design it right — Establish o | ’ Operate within Safe
Safe Operating Envelope z ) ! - Operating Envelope
% " .' e
- = =
s | <z
=l m, B
<
= Maintain the Safe
Operating Envelope

Develop & Maintain

Knowledge
Competent, Motivated People \
Process Safety challenges in Asia '
Pacific — PETRONAS perspective
Sulo Belawan
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Process Safety Challenges

New/Unconventional PS Capability

Technologies
\ / Regulatory Requirement

PS Challenges

Cultural Diversit;/

Operating
Environment
Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
PETRONAS ~ CTOUP Health, Safety and ©Petroliam Nasional Berhad (PETRONAS) 2014 13
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Challenges: Process Safety Capability

Process Safety is relatively new in certain parts of the World

Different HSE Practices and
Belief

Low Process Safety Awareness

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and

Environment, PETRONAS ©Petroliam Nasional Berhad (PETRONAS) 2014
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Challenges: Cultural Diversity

Understanding the local culture is crucial to our business :
 Language barriers

e Socio-economic constraints )

« Divergent Values |

e
< - Ll
I

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
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Challenges: Difficult Operating
Environment

Lol R a4 ) — ——

L T e TR BT T e

Adverse Weather
...ﬁ st
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Challenges: New/Unconventional Technologies

Shale gas technology

Shale gas stakeholder
engagement in Canada

Floating LNG

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
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Challenges: Regulatory Requirement

Risk-based Approach

HSE Critical Barrier Management

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and

Environment, PETRONAS ©Petroliam Nasional Berhad (PETRONAS) 2014
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Capability




Process Safety Capability Building through
structured skill training programmes

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
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PETRONAS

Process Safety Capability Building through
education, training and communication

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
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Environment, PETRONAS
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Improving process safety through SCE
Management

Feasibility

Study

Concept
Select

Front End
Engineering

Design

Detailed Design,
Construction &
commissioning

Operate

Formulate and
evaluate
development
options

Formulate and
evaluate concept

Front End
Engineering
Design (FEED)

Review
development
options

Initial HEMP analysis
(HAZID)

HEMP analyses for
FEED - bow-ties

Detailed Facilities design

Refined HEMP analyses with specific
bow-ties

Manage SCE performance tasks
and measures

Refined design performance
standards and assurance measures

SCE group
determination

SCE identification in Asset register
and loading into CMMS

| Deviation Control

| SCE Status and KPI Reporting

Operate phase performance standards
and assurance measures

Maintenance routines including
frequency loaded into CMMS

All Technical Engineers
Chemical, Mechanical, Electrical, Instrument

| Management of Change Process |

Prevention

Control &
Mitigation

Detection

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

PETRONAS

Group Health, Safety and
Environment, PETRONAS
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Emergency
Response

Escalating
consequence

22



Various tools consistently applied
to barrier management

{

S—

Tea el e

S

OMMUNITY EMERGENC
RESPONSE e
Mitigative

Management System

Tasks, Procedures, Responsibatios, Documents

Safeguards

Preventive
Safeguards

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
Group Health, Safety and
Environment, PETRONAS

L Contain &
Control

PROCESS DE

0

N

Note: ESD — Emergency Shutdown
SIS — Safety Interlock System

Typical layers of protection in a modern plant
©Petroliam Nasional Berhad (PETRONAS) 2014
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Capability management for all technical

disciplines

e Geoscience

SKG 09
SKG 10
SKG 11
SKG 12
SKG 13
SKG 14
SKG 15
SKG 16
SKG 18
SKG 19
SKG 20

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and
Environment, PETRONAS

* Petroleum Engineering

e Civil & Structural

e Mechanical

e Electrical

e |nstrumentation and Control

e Materials, Corrosion and Inspection

* Process Technology or operations

e Health, Safety and Environment

= Project management

e Maritime

OX

:
:

Embedding HSE in Technical
Skill Groups

1. Understanding of common HSE
requirements applicable to all
skill groups

2. Application of HSE aspects in
own areas of work/
functions, focusing on the
following :

« HSEMS Elements
 Regulatory Requirements
 Safe Systems of Work

 Risk Assessment and
Barriers Management

©Petroliam Nasional Berhad (PETRONAS) 2014
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Human Factors




Human Factor Issues contribute to
Major Process Safety Incidents

HL)(BOROU?&‘:WS’?&'

Macondo, 2010 West Fertilizer, 2013 Williams Olefins, 2013

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
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Human Factors Focus Areas

Culture &
Behavior

: Design & Procedures & o
CO”:tl'O”lng by Constructions Instruction ganization Job
Design “hard Tk workos,
barriers” dsplay e

Human

Machine Competence

Human P
Interf
EEEE Reliability & ‘g
HSE
Performance
Control Alertness &
Room Design Fatigue Control ||ng
through
“SOft"
Alarm HSE Critical barriers

Management Communication

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan
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Human factors Embedded in Plant

Lifecycle

FEED

Feasibility Study
(FEL2/BED (FEL3)

Design validation

HFE screening

Fatigue & alertness

Fatigue & alertness

Competence Competence

Assurance Assurance
Alarm
management

Culture & Behavior

Culture & Behavior

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and
Environment, PETRONAS

4

PETRONAS

Design validation

Fatigue & alertness
Operating
Procedure

Critical
communications

Competence
Assurance

Alarm management

Culture & Behavior

Start-Up
Operations

Design validation

Fatigue & alertness
Operating
Procedure

Critical
communications

Competence
Assurance

Alarm management

Culture & Behavior

©Petroliam Nasional Berhad (PETRONAS) 2014

Decommissioning

Fatigue & alertness  Fatigue & alertness

Operating Operating
Procedure Procedure
Critical Critical

communications communications

Competence Competence
Assurance Assurance
Alarm

management

Culture & Behavior  Culture & Behavior

28



Enhancing Human Factors to
strengthen process safety performance

“OMpany re rale &
Process Safety challenges in Asia p tatio
Pacific — PETRONAS perspective n
Sulo Belawan

Group Health, Safety and

Environment, PETRONAS ©Petroliam Nasional Berhad (PETRONAS) 2014
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HSE leadership is critical in driving effective
Process Safety implementation

Leadership

> o, |
Responsible Person: -
Activity 1: ...........co ; : h Operators
Activity 22 ..o, Mechanics
Activity 31 ... Electricians

Engineering

Verify
Performance

Proactive Analyses ¢
e @

Reliable

Audits
Activity 1 v/

PHAs Analyses Activity 2 v/
© ©
e Safet - - i i .
JSAs g Incident Investigation

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and
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Instilling safety culture and compliance

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and
Environment, PETRONAS
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PETRONAS

ZeTaRules

Work with a valld wiork permit (FTW) required by the job
Befara menggunakan permit keria (PTIW) sah yang diperukan

Werlfy enengy isolation Defore staring work
53fkan pengasingan tenaga sabelam memulakan Kerna

Ootain authorisation pefore overriding or dEabing safety critical equipment
Dapatkan kabenaran sehallim MEemintas 3630 manghantikan peralatan kesalamatan kritkal

otain suthori=ation Defore entering a confined space
Dapatkan kabenaran sehallim memasuki rLEng serkirumg

PTOtECt yOUrSEN 2gainst 3 fall wharn waring at neight
Lindumgl dirf daripads seratu ketka bakerga o sampat Hnggl

Ui the cormect personal prosective equipment (PPE] when Nanding nazaroous chemicals
Gunakan peralatan parindungan i (FPE) yang bemd ketika mengandailan bahan kimia
merbahaya

Obealn auxhorisation before excavatlon or antering a wrench
Dapatkan kebenaran sebalum melakukan kerla penggalian Jtau memasuRl pant

[0 not posiion yourself under a suspendad load
Jangan berada oi Dawah MUSLan Kgantng

[0 not Smoke cukside designated areas of being potental kgnitlon Sources INko process
areas without authorisation

Jangan merckok df Lar kawasan yang dbenarkan aau membaws masuk sabarang sumber
penyalaan (igniton Source) ke dalam kawasan pEmprosasan @anpa keberaran

Oso Nt uss your mobile phone fwalkia-talkle wills drive g, folliowy thie spasd Umit and uss
your s2at belt

Jangan gunakan talefon BIMbiwalkic-taikia ketka memandy, patu had iU dan pakal i
pinggang kaledar

©Petroliam Nasional Berhad (PETRONAS) 2014
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Leadership building programs to achieve
leadership and commitment at all level

Process Safety Leadership workshops

Felt Leadership workshops

Management walk-about utilizing the “field guide for process safety
leadership”

CCPS Workshop for plant on “Recognition Catastrophic Incident Warning
Signs in Process Industries”

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and . .
Environment, PETRONAS ©Petroliam Nasional Berhad (PETRONAS) 2014 33



Established OE Academy to build Plant

Technical Leaders

OE Academy

Development of knowledge and
application through collaborative
learning

On-Job Structured
learning learning
2
Competency %) Managing
measurement GL) B OperatiOnS
'% i
o Q
-8
T S5 - -
g 8 Managing OE function
=S 3 (Specific)
T <
)
Q
O
Managing OE Functions
(common)

Process Safety challenges in Asia
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Various media applied for effective
communications of HSE messages (1/72)

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and
Environment, PETRONAS

All qu’f'A'-raébnS f,zw're ,
% MﬁhyZMEﬂ{ o C—Aanje Frp(g;;_
a

LY

fa)
=

o=y
o-u

g5 nﬂ“ﬁgﬁrﬁ" | o ngROMS PRE
= @ & AR [T featniio
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LS

£

POSITIVE ISOLATION

G

27| Spectace bind'spade position for
Enes in use

frequent

4 \ Have you checked for
pesitive rsolation and
~\ ensured the pipeline rs
cleared of hazardous
materials?

\\ m\ @ I

ZeTo Rule # 2 — Verify energy isolation before starting work
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Various media applied for effective
communications of HSE messages (272)

o HSE Magazine on Process
Process Safety Publications Safety Competency

4]

Process Safety | | PETRONAL

BE \visT1z

Visible Process Safety g N Building Process Safety

Leadership Field Guide ity to FETINGINS

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and

PETRONAS ¢ hvironmen t, PETRONAS
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Collaboration with Regulatory Bodies

 Offshore Self-Regulation Management System (OSR MS)
 Code of Practices on High Risk Activities

« P-RBI (PETRONAS Risk Based Inspection)
« Enhancement of Asset Integrity assurance

Process Safety challenges in Asia
Pacific — PETRONAS perspective
Sulo Belawan

Group Health, Safety and

PETRONAS ¢ vironment, PETRONAS
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